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Overview

While security information and event management (SIEM) vendors continue to insist their technology is 
sufficient to meet the dynamic challenges and exceptionally complex threatscape faced by cybersecurity 
teams today, their behavior in the marketplace and overall performance tells a different story. 
 
If these platforms are as robust as vendors claim, it’s puzzling why their approach is to continually tack 
on “features” that enable SIEM to perform somewhat adequately as effective security tools. If SIEM is 
effective, why do vendors recommend upgrading to network analysis or threat detection tools? 
 
How can a SIEM offer real-time threat detection or predictive analysis, like some vendors claim, when 
these platforms rely on historic data logs that are outdated as soon as they are fed into the system? 
In truth, these systems are inadequate in their simple form and even when enhanced by add-ons. The 
answer to the issue of ineffective security solutions is not simply to increase cybersecurity spending.
Surprisingly, the best solution for many organizations could be a lower overall cybersecurity investment. 
 
The fundamental SIEM flaws lie in the platform’s need for continual adjustment, endless data stores, 
and a tendency to create an overwhelming number of false positives. When organizations instead turn 
to a next-generation cybersecurity solution, which predicts behavior with an unsupervised (zero tuning) 
system, they are poised to save on both financial and human resources. 
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https://www.accenture.com/_acnmedia/PDF-116/Accenture-Cybersecurity-Report-2020.pdf


“One of the most common failings 
I have seen is a SIEM overstuffed 
with useless data. A SIEM should 
augment analysis, not hinder it. 

Put simply: less is more. The  
more data you have, the worse  

the SIEM performs.”

Justin Henderson
SANS Institute

2

  © 2020 MixMode, Inc.

MIXMODE 

WHITEPAPER

MIXMODE 

WHITEPAPER



The Evolution of SIEM

It should be noted that SIEM platforms are 
exceptionally effective at what they initially were 
intended for: providing enterprise teams with a 
central repository of log information that would 
allow them to conduct search and investigation 
activities against machine-generated data. If this 
was all an enterprise cybersecurity team needed in 
2020 to thwart attacks and stop bad actors from 
infiltrating their systems, SIEM would truly be the 
cybersecurity silver bullet that it claims to be.

The functionality of SIEMs does allow organizations 
to benefit from several significant features:

1. The ability to access historical data made 
it possible to comply with rapidly changing 
compliance requirements in an efficient, 
effective way.

2. Aggregating and analyzing network events 
captured by endpoints and machine-
generated data sources to provide 
greater visibility into network infrastructure 
challenges.

3. Providing search and investigative 
capabilities. 

4. Serving as a log collection point.

Over time, SOC teams recognized additional 
potential uses for the SIEM framework. But one of 
the fundamental foundations for the establishment 
and rise of the SIEM market was the compliance 
factor. The question now is whether these 
compliance platforms were built for modern 
cybersecurity challenges.

Gartner Defines SIEM
While SIEM-like processes were not entirely new 
among security operation centers (SOCs) in the 
early 2000s, the industry didn’t recognize SIEM as 
a term until it was coined in 2005 by two Gartner 
security analysts, Mark Nicolett and Amrit Williams. 
Gartner’s SIEM report, Improve IT Security with 
Vulnerability Management, proposed a new kind of 
security information platform based on two previous 
generations:

First-generation Security Information Management 
(SIM) approaches were built on top of traditional 
log collection and management systems. These 
systems benefitted from game-changing features 
like long-term storage and analysis capabilities. 
SIM also introduced the ability to evaluate 
combined logs with threat intelligence. 
 
Security Event Management (SEM) second-
generation platforms addressed security events. 
These systems could aggregate, correlate, and 
notify analysts about security events based on 
triggers from antivirus programs, firewalls, and 
intrusion detection systems (IDS). They could also 
handle events reported directly by authentication, 
SNMP traps, servers and network databases. 
 
Over time, SOC teams recognized additional 
potential uses for the SIEM framework. Additional 
collections of queries, dashboards, and 
recording capabilities layered on top of the SIEM 
system allowed them to address specific user 
requirements. 

NIST Identifies Benefits of SIEM Software
Later in 2006, NIST described SIEM in its Guide 
to Computer Security Log Management. The 
standards agency identified two main types of 
SIEM: agentless and agent-based. 
 
Agentless SIEM, according to NIST, “receives data 
from the individual log generating hosts without 
needing to have any special software installed on 
those hosts.” Then, the server “performs event 
filtering and aggregation and log normalization and 
analysis on the collected logs.”
 
NIST concluded that the primary advantage of the 
agentless approach is that agents do not need to 
be installed, configured, and maintained on each 
logging host. However, NIST recognized that a 
“lack of filtering and aggregation at the individual 
host level could cause significantly larger amounts 
of data to be transferred over networks and 
increase the amount of time it takes to filter and 
analyze the logs.”
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-92.pdf
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Authentication, NIST, wrote, was another concern. 
If the agentless SIEM software needed to obtain 
authentication credentials for each logging host, 
an agent would likely need to be installed to 
remotely collect logs.
 
In the guide, NIST described Agent-Based SIEM 
as a program installed on the log generating host 
to “perform event filtering and aggregation and 
log normalization for a particular type of log, then 
transmit the normalized log data to a SIEM server, 
usually on a real-time or near-real-time basis for 
analysis and storage.”
 
NIST explained that a SIEM server analyzes data 
from the various log sources, correlates events 
among the log entries, identifies and prioritizes 
significant events and can initiate responses to 
events.

The Failed Promises of SIEM

For all its promise, SOCs using SIEM inevitably 
face a clear and looming problem with this security 
advancement: to gain true visibility into network 
behavior, they must feed these systems a virtually 
endless stream of data.  

Because the fundamental nature of SIEM requires 
infinite amounts of data, security teams are forced 
to constantly wrangle their network data and faced 
with an unmanageable number of false positive 
alerts. This means they have to devise efficient 
ways to collect, organize and store data, resulting 
in an incredible investment in human and financial 
resources.

Worse, because SIEM relies on log data, its 
capability to respond to events is limited to 
the accuracy and scope of its latest view of a 
network’s data. To be fair, SIEM has improved on 
this front since its inception in 2006. Today, SIEM 
software is quite capable of performing traditional 
searches and investigations. 
 
However, the need to constantly add new sources 
severely restricts an organization’s ability to take in 
a holistic view of events. 

Vendors Capitalize on SIEM’s Fundamental 
Flaws
SIEM customers often find themselves caught up 
in a never-ending cycle of collecting and storing 
data and then feeding it into the software quickly 
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There are multiple problems caused by high volumes of security alerts
IT organizations face tremendous burdens due to this alert overload. Almost all (99%) security professionals 
acknowledge that the high volume of security alerts is problematic. The primary reasons cited are important 
issues hidden in a flood of minor problems or noise (68%), wasted time chasing false positives (66%), team 
members who feel overwhelmed (50%), too much time spent on triaging alerts (47%), and an increase in overall 
security risk (42%). Some individuals wrote in “other” issues such as alerting users about the threat, minor 
problems that may be indicators of serious problems being ignored, and the task of maintaining alert filters.

This research has clearly demonstrated that security alerts are growing and that is causing problems, but it begs 
the question — how many security alerts is that? Many (39%) security stakeholders report that their companies 
experience at least 1,000 daily alerts. As could be expected, this is even more extreme at very large companies. 
Among organizations with at least 10,000 employees, well over half (56%) deal with more than 1,000 alerts per day.
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enough to maintain an acceptable level of network 
security and regulatory compliance around data 
privacy.
 
In answer to these concerns, vendors present 
the doomsday scenario, telling customers: “If you 
don’t have all of your endpoint data, and all of your 
internal data, and all of the information from all of 
these sources, you are inherently vulnerable. And 
if you don’t save that information in perpetuity, and 
you have some critical incident that you don’t have 
the data saved, this could represent a compliance 
violation.”
 
And it’s true. SIEM is fundamentally limited by its 
insatiable, incessant need for fresh data. Once 
they are locked into a specific SIEM, however, 
it’s extremely challenging for security teams to 
see a way out. SIEM is a database for machine-
generated data, one optimized for search and 
investigative capabilities. 
 
In order to get a quick return on queries or to 
address functional requirements like incident 
management and threat detection, customers and 
vendors add to a constantly-growing collection of 
queries and reports. This is the only way to obtain 
the data the SIEM needs to compare against 
historical data to detect anomalies.

Vendors fully understand how vital it is for 
organizations to adhere to today’s customer 
data compliance requirements. Their platforms 
are positioned in a way that requires customers 
to aggregate and format data into the vendor’s 
exclusive, proprietary format. 
 
In the meantime, when organizations rely solely 
on SIEM, security lags behind modern, real-time 
solutions that feature predictive threat detection. 
SIEM data, by nature, has latency built in. It cannot 
provide real-time threat detection because of the 
time it takes to process, move, aggregate and 
normalize data. 
 
Vendors understand this SIEM flaw, too, as 
evidenced by the advent of what they describe 
as “supplemental approaches to complement 
security information and event management 
systems.” 

Gaps in the “Next-Generation” SOC
Customers have a clear interest in securing their 
networks against a quickly evolving modern 
threatscape where bad actors are on constant 
watch for the chance to exploit vulnerabilities in 
SIEM setups. Savvy hackers use sophisticated 
AI designed tactics to work around rules-based 
security approaches.
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Detailed Findings: Better technology is needed to manage security 
alert volumes
Existing SIEM solutions create challenges for many security teams
Traditional SIEM solutions aggregate data for central monitoring, correlate and prioritize events, generate alerts, 
and provide reporting for largely on-premises infrastructures. However, their essential core functions have not 
evolved for modern IT and often contribute to a gap in an organization’s defense. Security stakeholders couldn’t 
agree more, with 88% reporting challenges with their current SIEM solution.

What are the greatest challenges experienced by those companies using these types of existing SIEM solutions? 
The number one challenge cited by security teams is the high number of alerts (43%) followed by the complexity 
of operation (40%), not enough context for threat investigations (37%), and lack of threat visibility across 
both on-prem and cloud environments (33%). Interestingly, the least commonly reported concern about SIEM 
solutions are the cost, with only 30% reporting that they found their solution to be expensive.
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https://bakerlaw.com/webfiles/Privacy/2018/Articles/CCPA-GDPR-Chart.pdf
https://www.sumologic.com/brief/state-of-secops/
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If they hope to keep their networks shored 
up, they have little choice but to sign on for 
supplemental features like NDR and NTA that allow 
their expensive software to perform fundamental 
security functions.
 
As SIEM evolved, vendors began bolting on 
NDR (network detection and response) and 
NTA (network traffic analysis) to their base SIEM 
offerings. The hope (and promise) was that these 
tools would add the real-time security solution that 
was lacking with SIEM technology. 
 
Instead, this ad hoc approach compounded the 
issue by forcing data into siloed platforms and 
increasing data overload. Because these platforms 
used SIEM data, the promise of real-time threat 
detection and network analysis was doomed from 
the start. 
 
Still, organizations are hurting for these 
capabilities. No longer are they content with relying 
on historic log aggregate data as their primary 
system of record for threat detection and analysis. 
 
Real-time information provides the granularity 
necessary to truly understand network behavior. 
This is where SIEM falls flat. Taking all of these 
concerns into account, it becomes clear that SIEM 
is inherently flawed in several important ways:

1. It is additive in nature — to make it function 
as a security tool, customers must add 
additional solutions like NDR and NTA.

2. Even when customers opt for these additive 
solutions, the system is ineffective as a 
modern, real-time, self-adapting security 
offering. 

3. They need continual monitoring and an 
endless supply of data, which organizations 
must store indefinitely.

 
In short, SIEM is not an inclusive approach. 
Rather, customers must add functions to benefit 
adequately from this software, a fact vendors are 
happy to exploit. 

Improving on the Typical SIEM Model

Despite its inherent flaws, today’s SIEM software 
solutions still shine when it comes to searching 
and investigating log data. One effective, 
comprehensive approach to network security 
pairs the best parts of SIEM with modern, AI-
driven predictive analysis tools. Alternatively, 
organizations can replace their outdated SIEM with 
a modern single platform self-learning AI solution. 

MixMode vs. Legacy SIEM
With a SIEM, customers face a prevalent inherent 
shortcoming: Analysts must spend hours on 
fruitless manual investigations into alerts based on 
an inaccurate baseline. When vendors push NTA 
add-ons to “complement” their SIEM platforms, 
it is often an attempt to overcome this significant 
limitation. 

“Billions are spent on 
products like an SIEM  
or SOAR that do not  
operate efficiently  
because they are  

ingesting too much data  
and an overwhelming 

number of false positives. 
“Garbage in, garbage out.”

- Ritu Jyoti, VP Analyst at IDC



7

www.mixmode.ai

MIXMODE 

WHITEPAPER

MixMode’s application of NTA and NDR, combined 
with third-wave AI, mitigates this issue by changing 
the fundamental way the SIEM establishes the 
baseline while providing the standard security 
features of a SIEM including search and investigate 
functionality. Legacy NTA solutions rely on a 
historical analysis of network traffic and comparing 
behavior anomalies against one another. Rules 
and alerts based on a historical, non-evolving 
baseline are limited in their effectiveness. 

Network conditions are constantly shifting and 
along with them, expected baseline behavior. An 
anomaly today may not be an anomaly tomorrow. 
For example, when a significant percentage 
of workers abruptly switched to remote work 
arrangements, unprepared companies were hit 
with a mountain of false positive alerts. 

MixMode removes the siloed nature of additive 
NTA baselines with an adaptive approach that is 
responsive to rapidly evolving network baselines. 

Context-aware insights result in fewer false positive 
alerts, while AI-prioritized reports decrease 
demands on analyst time. Instead of spending 
hours sifting through SIEM logs, analysts can 
address genuine security vulnerabilities.

MixMode vs. Next-Generation SIEM
MixMode is built around robust predictive analytics 
capabilities, an area where SIEM lags far behind. 
Instead of relying on historical log data, MixMode 
constantly updates expected baseline network 
behavior. The result is authentic real-time threat 
detection and predictive analysis based on actual, 
current network behavior. 
 
MixMode can be used as a standalone solution or 
in parallel with a traditional SIEM. In either case, 
upgrading will help organizations reduce overall 
cost and resource requirements. In fact, MixMode 
offers real-time and predictive threat detection, 
noise reduction, and deep investigation at a 
fraction of the cost of a typical SIEM. 

MIXMODE 

WHITEPAPER

https://mixmode.ai/blog/redefining-the-definition-of-baseline-in-cybersecurity/
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https://mixmode.ai/blog/what-is-predictive-ai-and-how-is-it-being-used-in-cybersecurity/
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MixMode vs. False Positives
Based on validated data, both customers profiled 
in our real-world examples were able to achieve 
greater than 95 percent suppression of false 
positives in the first week, compared to the false 
positive rate delivered by their outdated, rules-
based SIEM approaches. 
 
Fewer false positive alerts leads to a decreased 
workload for employees who have been tasked 
with combing through all those alerts. Instead 
of applying their own experience and human 
intelligence to the monotonous task of threat 
hunting, these analysts can prioritize their time on 
true threats and anomalies. 

MixMode in the Real World

How a Top 20 US City Used MixMode as a 
Replacement for their SIEM
Over time, most organizations will come to the 
realization that they will never achieve a full 
enterprise deployment of their SIEM. By its very 
nature, SIEM is always “in process.” It’s not 
unusual for an organization to have an SIEM in 
process for a full decade.
 
Along the way, these organizations will be hit with 
ever-increasing costs for additional applications 
to address the shortcomings of SIEM, as well as 
astronomical licensing and data ingest costs. This 
is an unsustainable situation that becomes more 
difficult to justify as time goes on.

Many customers come to MixMode with a very 
specific business problem: “I’m trying to address 
the same functional requirements today that I 
was trying to address 15 years ago and these 
systems have proven ineffective at addressing not 
only my functional requirements but they’ve also 
created operational and technology costs that are 
unsustainable.”
 
It’s a sobering reality that the functional limitations 
of a SIEM identified 15 years ago are the same 
functional limitations of a SIEM today. 

These customers need an alternative, and in 
one recent example, MixMode was able to 
demonstrate better granularity and authentic 
visibility into both real-time threats as they 
occurred as well as network and operational 
configuration challenges.
 
It’s understandable that these customers come 
to MixMode frustrated and in search of a viable 
alternative. In one recent example where the 
customer was a large city, MixMode made all the 
difference. The platform was able to demonstrate 
better granularity and authentic visibility into real-
time threats as they occurred. 
 
The customer was also able to address network 
and operational configuration challenges that had 
gone previously unnoticed — despite a three-
year SIEM deployment and a two-year UBA 
deployment that had been in production. 

“MixMode, where the SIEM solutions were originally put in 
place to address, is now able to do so literally at a fraction of 
the cost of those systems. They were able to get that visibility  
in one week without any resource involvement whatsoever, 
purely based on the artificial intelligence-informed insights  

that they were able to achieve.”
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Gaining this level of visibility allowed the customer 
to become more agile and responsive, so much so 
that they decided to decommission both the UBA 
and SIEM systems in favor of a next-generation 
SOC powered by MixMode. 
 
MixMode, where the SIEM solutions were originally 
put in place to address, is now able to do so 
literally at a fraction of the cost of those systems. 
They were able to get that visibility in one week 
without any resource involvement whatsoever, 
purely based on the artificial intelligence-informed 
insights that they were able to achieve.
 
As a municipality, the customer had a unique need 
to comply with requirements like PCI and HIPAA. 
With MixMode, they were able to meet these 
requirements with ease, using a single platform. 
MixMode allowed them to demonstrate they had 
the capability to go back and access required 
data and provide forensic-level detail about it.  The 
customer had put into place a large collection of 
rules-based alerts, queries and dashboards that 
had been designed to provide threat intelligence 
via the SIEM. Because that information was based 
on legacy log data, they had no visibility into real-
time threats and anomalies. 
 
Insider threat prevention was another major 
challenge for this customer. Despite the presence 
of their UBA platform, the customer suspected 
they were increasingly coming under attack by 

adversarial AI and state-sponsored probes for 
vulnerabilities. They also had to deal with related 
misconfigurations and network configuration 
optimization challenges. 
 
MixMode was able to identify active attacks and 
probes that were taking place that the customer’s 
existing tools had no visibility into, confirming 
the customer’s suspicions. Insider behaviors, in 
particular, came into clear view. 
 
Within a week, MixMode was able to address 
the immediate functional requirements related 
to security challenges as well as addressing the 
previously unknown network configuration and 
optimization challenges, without any operational 
resources, predefined queries, pre-existing intel 
feeds or rules-based alerts.
 
Customers routinely encounter aggressive SIEM 
vendors who encourage them to consider adding 
IT operational intelligence as an additional SIEM 
platform deliverable. They do this by creating layer 
upon layer of abstraction, normalization, reporting, 
queries, thresholds-based alerts, dashboards...all 
at a premium. 

While MixMode engages primarily at the tip of the 
spear with SOC teams, network operation teams 
often notice the level of visibility, granularity and 
business benefits they can pull from real-time 
insight, as well. 

MIXMODE 

WHITEPAPER

“Ultimately, what we see are customers able to address a host 
of challenges with a single platform solution that is attractive 

for both security operation teams and network operation 
centers. Traditional SOC, UBA, and SIEM challenges, alongside 

traditional network operation center challenges, are all 
overcome with the singular MixMode platform.”
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Ultimately, what we see are customers able 
to address a host of challenges with a single 
platform solution that is attractive for both security 
operation teams and network operation centers. 
Traditional SOC, UBA, and SIEM challenges, 
alongside traditional network operation center 
challenges, are all overcome with the singular 
MixMode platform.

How MixMode Empowered a Customer to 
Leverage their Existing SIEM to Enhance a 
New MixMode-driven Environment
With our large city MixMode customer example, 
the SIEM deployment was a shared resource 
among network operation center team members 
and security operations team members. Together, 
they had full budgetary authority over the system, 
but this is not always the case. 

However, many of our customers have SIEM 
deployments shared across multiple business lines 
beyond security and network operations teams, 
or need to address multifaceted challenges like 
internal compliance audits. The MixMode solution 
provides a central hub for these distributed needs 
customers. 
 
A recent MixMode client using SIEM across 
multiple business units wanted to retain the SIEM 
exclusively for its historic search and investigation 
capabilities in order to meet compliance 
requirements. By shifting all of their security and 
network operation center functional deliverables to 
MixMode, they were able to achieve two significant 
accomplishments:

• The customer was able to decrease their 
total SIEM deployment cost by decreasing 
the amount of traffic that needed to be 
aggregated and stored. MixMode took on 
these data-rich tasks. 

• The customer was able to shift from a 
dependency on rules- and threshold-
based approaches for security operations 
teams on the front line to turning all of that 
functional responsibility to MixMode.

The customer now benefits from having MixMode 
play the role of the security operations center 
in front of the existing SIEM. They can also 
maintain the SIEM system on the back end 
to accommodate multiple lines of business 
requirements for historic compliance search and 
investigative capabilities. 
 
MixMode has been able to empower the customer 
to achieve all of this while decreasing overall costs. 
Within a week, MixMode was able to:

• Identify policy violations and active 
adversarial AI attacks.

• Identify state-sponsored attacks from 
foreign entities that they had no visibility into 
with their SIEM-based rules and threshold-
based approach.

Looking Ahead

The industry idea of what the ideal cybersecurity 
solution should look like is fundamentally flawed. 
In reality, these solutions, including SIEM, cause 
data overload, increased costs and the need for 
more human operators. These solutions are simply 
unsustainable in the modern environment.
 
Looking ahead to the next-generation of SOCs, 
it is clear that the time has come to rethink this 
model. By leveraging new forms of self-supervised 
AI that deliver unique functionality like predictive 
threat detection, significant decreases in false 
positive alerts, zero day attack identification, and 
AI-powered threat monitoring, enterprises will be 
able to stop threats and attacks more efficiently. 

This is showing that major improvements are 
ahead for SOC visibility and productivity, coupled 
with decreased costs for storage, detection and 
time spent combing through false positive alerts.

https://mixmode.ai/blog/why-siem-has-failed-the-cybersecurity-industry/
https://mixmode.ai/the-data-overload-problem-in-cybersecurity/
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About MixMode

MixMode is a next-generation, AI-powered cybersecurity platform focused on solving two primary issues for the 
Security Operations Center: providing next-generation threat detection, surfacing zero-day attacks and improving 

false-positive alert fatigue. MixMode allows security teams to dramatically increase productivity and efficiency 
while significantly decreasing the wasted time, effort, and resources associated with legacy cybersecurity tools. 

MixMode’s AI intelligently creates and updates the network baseline, then provides security teams with 
sophisticated functionality like predictive attack detection, 95% false-positive alert reduction, and all the tools 

necessary to investigate a threat. SOC teams can easily integrate MixMode into their security stack to dramatically 
reduce the investigation time, cost, and expertise required to respond to persistent threats, malware, insider 

attacks, and nation-state espionage efforts. MixMode’s core AI algorithm is patented and was utilized over the 
past 20 years on projects for DARPA and the DoD. MixMode is headquartered in Santa Barbara, CA.


